From: 

Sent: 

To: 

Cc: 

Subject: 


(b)(6);(b)(7)(C) 

16 May 2018 16:15:21 +0000 

|(b)(6);(b)(7)(C) 


RE: Press Inquiry Regarding Argentina Summons 


In speaking with the former attache who was here at the time, he recalled they crafted a response 
with PAS at the time but not details other than it was fairly general. That was in response to U.S. 
media inquiries rather than Argentine (possibly the Washington Post), but no story ever came 
about and he did not think the response was ever used. 


(b)(6),(b)(7)(C) 

Regional Attache, Southern Cone of the Americas 
Department of Homeland Security 
Homeland Security Investigations (HSI) 

U.S. Embassy Bue nos Aires 


Office: 54 11 5777 
Cell: 54 911 259^ 

(b)(6);(b)(7)(C 

) 


(b)(6);(b)(7)(C) 


(b)(6);(b)(7)( 

To: 

C) 

Cc: 

V 


From: (b)(6);{b){7)(C) 

Se nt: Wednesday, May 16, 2018 1:05 P M 


(b)(6);(b)(7)(C) 

Subject: FW: Press Inquiry Regarding Argentina Summons 


H 


re the Boston reporters questions re a DHS/ICE issue in 2014: 


We searched our records and we do not have any info about press guidance issued at that time. A La 
Nacion article from 2014, excerpted below, notes that the Embassy confirmed that we did receive the 
request from ARG DoJ and decided not to proceed. But I can not confirm whether someone from the 
Embassy actually commented to La Nacion at that time. 

|(b)(6);(b)(7)(C) I 


From: p)(6)i{t))(7)(C) 


Sent: Wednesday, May 16, 2018 12:42 PM 


ToJ(b)(6);(b){7){C) 


Subject: FW: Press Inquiry Regarding Argentina Summons 


In the press articles, the US Embassy in Argentina is mentioned in 2 


occasions: 







Dias atras, la fiscalia de Delitos Informaticos Daniela Dupuy aclaro que 
Caamano no habia solicitado informes a la Embaiada de Estados 
Unidos sobre la identidad de los tuiteros denunciados. El canciller 
Hector Timerman, por su parte, tambien desmintio haber solicitado esa 
informacion. 

Sin embargo, la Embajada de Estados Unidos en la Argentina informo 
que si recibio el pedido de la Justicia argentina, y resolvio no hacer 
lugar a la solicitud porque entendio que el planteo excedia los limites 
del convenio de cooperacion judicial entre ambos paises, ya que no se 
estaba investigando un delito sino una contravencion. 


Hoy, tras conocerse la noticia, uno de los tuiteros escribio que la 
embajada estadounidense en la Argentina informo que "dejaron sin 
efecto los pedidos a Twitter".ATENCION La embajada de EEUU nos 
informo que dejaron sin efecto los pedidos a twitter s/ nuestras cuentas y 
las de otras pro #Campagnoli 


Official 

UNCLASSIFIED 


(b)(6);(b)(7)(C) 


From: 

Sent: Wednesday, May 16, 2018 10:41 AM 

To 
Cci 


(b)(6);(b){7)(C) 


Subject: Press Inquiry Regarding Argentina Summons 


Hello State friends. 

Wondering if this inquiry has made its way to you all, and if you have or plan to provide any response on 
this. If so, I was hoping we might be able to eoordinate our replies. 





Obviously we’ve both had a lot of turnover in staff since the events in question, but my understanding 
from folks currently at post was that State had a response to this at the time, and I was hoping we might 
be able to use that again so as to not reinvent the wheel. 

Some background attached and below for context: 

https://www.lanacion.com.ar/1709242-silvana-giudici-pide-que-se-investigue-si-hav-redes-de- 

pcrsccucion-politica-cn-el-caso-dc-los-tuitcros-quc-apovaron-a-campagnoli 

https://www.lanacion.com.ar/1708169-gobiemo-pedido-twitter-estados-unidos-campagnoli 

Thank you. 


(b)(6),(b)(7)(C) I 

Public Affairs Officer/Spokesperson 

U.S. Immigration and Customs Enforcement (ICE) 


From: Shawn Musgrave [mailto: shawnmusgravegpgmail.com] 
Se nt: Wednesday, May 09, 2018 6:46 PM _ 


T(J(b)(6)i(b)(7)(C) 


(b)(6);(b){7){C) 


Subject: MEDIA INQUIRY: 1509 summons by HSI special agenh(C) 


(b)(6);(b)(7) 


2014) 


Hello - 


I'm a Boston-based reporter writing for The Intercept. I am not currently on deadline. 


Attached are materials related to a 15 09 summonses (al so called DHS Form 3115) issued to 
Twitter in 2014 by a HSI special agent, 


(b)(6);(b)(7)(C) 


who was posted at the Buenos 


Aires embassy at the time. Per the attached, the sum mons was signed by Assistant Attache 

(cc'd). 


b)(6);(b)(7)(C) 


on the authority ofl(b)(6);(b)(7)(C) 


I would like the context and overall timeline regarding this summons, particularly since 

it was covered by the Argentina media at the time as an attempt by a 
prosecutor to target supporters of a political opponent. It remains unclear to 
me whether Twitter complied with the summons, but several of the targeted accounts 
were notified by Twitter. 


My basic question: why would the U.S. embassy or its attaches authorize a summons like 
this? 


Best, 

Shawn Musgrave 
520-820-6615 






From: 

Sent: 

To: 

Cc: 

Subject: 


(b)(6),(b)(7)(C) 

16Mav2Q18 17:48:22 +0000 
|(b)(6);(b)(7)(C) 


RE: Press Inquiry Regarding Argentina Summons 


Hi all. 

Just confirming that State did refer the inquiry over to ICE and we won't have anything to add. If you all 
at the embassy level find anything more, please feed it back to ICE directly. Thanks, 


1(b)(6),(b)(7)(C) 


Official 

UNCLASSIFIED 


From: 

Sent: Wednesday, May 16, 2018 12:15 PM 
To: 

Cc: 


b)(6);(b)(7)(C) 


Subject: RE: Press Inquiry Regarding Argentina Summons 


In speaking with the former attache who was here at the time, he recalled they crafted a response 
with PAS at the time but not details other than it was fairly general. That was in response to U.S. 
media inquiries rather than Argentine (possibly the Washington Post), but no story ever came 
about and he did not think the response was ever used. 


(b)(6) (b)(7)(C) 


Regional Attache, Southern Cone of the Americas 
Department of Homeland Security 
Homeland Security Investigations (HSI) 


Office: 54 11 5777 
Cell: 54 911 259 

(b)(6);(b)(7)( 

C) 


(b)(6);(b)(7)(C) 


From: 

Sent: 


(b)(6);(b)(7)(C) 


vveunesudy, nay lo, 2Ui8 i:u 5 Km 


T0|(b)(6);(b)(7)(C) 

Ccj_ 

Subject: FW: Press Inquiry Regarding Argentina Summons 


)^(bx|- re the Boston reporters questions re a DHS/ICE issue in 2014: 


We searched our records and we do not have any info about press guidance issued at that time. A La 
Nacion article from 2014, excerpted below, notes that the Embassy confirmed that we did receive the 
request from ARG DoJ and decided not to proceed. But I can not confirm whether someone from the 
Embassy actually commented to La Nacion at that time. 







|(b)(6);(b)(7)(C)j 


Sent: Wednesday, May 16, 2018 12:42 PM 


To: |(b)(6);(b)(7)(C) 


Subject: FW: Press Inquiry Regarding Argentina Summons 


In the press articles, the US Embassy in Argentina is mentioned in 2 
occasions: 

Dias atras, la fiscalia de Delitos Informaticos Daniela Dupuy aclaro one 
Caamano no habia solicitado informes a la Embaiada de Estados 
Unidos sobre la identidad de los tuiteros denunciados. El canciller 
Hector Timerman, por su parte, tambien desmintio haber solicitado esa 
informacion. 

Sin embargo, la Embajada de Estados Unidos en la Argentina informo 
que si recibio el pedido de la Justicia argentina, y resolvio no hacer 
lugar a la solicitud porque entendio que el planteo excedia los limites 
del convenio de cooperacion judicial entre ambos paises, ya que no se 
estaba investigando un delito sino una contravencion. 


Hoy, tras conocerse la noticia, uno de los tuiteros escribio que la 
embajada estadounidense en la Argentina informo que "dejaron sin 
efecto los pedidos a Twitter".ATENCION La embajada de EEUU nos 
informo que dejaron sin efecto los pedidos a twitter s/ nuestras cuentas y 
las de otras pro #Campagnoli 


Official 

UNCLASSIFIED 





From 



Sent: Wednesday, May 16, 2018 10:41 AM 
To; |(b)(6);(b)(7)(C) 

Cc: 

Subject: Press Inquiry Regarding Argentina Summons 


Hello State friends, 


Wondering if this inquiry has made its way to you all, and if you have or plan to provide any response on 
this. If so, I was hoping we might be able to coordinate our replies. 

Obviously we’ve both had a lot of turnover in staff since the events in question, but my understanding 
from folks currently at post was that State had a response to this at the time, and I was hoping we might 
be able to use that again so as to not reinvent the wheel. 

Some background attached and below for context: 

httDs://www.lanacion.com.ar/1709242-silvana-giudici-pide-que-se-investigue-si-hav-redes-de- 

ersecucion-Dolitica-en-el-caso-de-los-tuiteros-aue-aDovaron-a-camnaenoli 


httDs://www.lanacion.com.ar/1708169-aobiemo-Dedido-twitter-estados-unidos-camDagnoli 


Thank you. 


|(b)(6):(b)(7)(C) 


Public Affairs Officer Spokesperson 

U.S. Immigration and Customs Enforcement (ICE) 


From: Shawn Musgrave [mailto: shawnmusgrave@gmail.com] 
Sent: Wednesday, May 09, 2018 6:46 PM 

To|(b)(6):(b)(7)(C) 


(b)(6);(b){7){C) 

Subject: MEDIA INQUIRY: 1509 summons by HSI special agent Vanatta (2014) 

Hello- 

I'm a Boston-based reporter writing for The Intercept. I am not currently on deadline. 


Attached are materials related to a 1509 summonses (also called DHS Form 3115) issued to 
Twitter in 2014 by a HSI special agent,|(b)(6);(b)(7)(C) Iwho was posted at the Buenos 
Aires embassy a t the time. Per th e attached, the sumrr ions was signed by Assistant Attache 
(b)(6);(b)(7)(C) the authority o |b)(6);(b)(7)(C) 


I would like the context and overall timeline regarding this summons, particularly since 
it was covered by the Argentina media at the time as an attempt by a 
prosecutor to target supporters of a political opponent. It remains unclear to 
me whether Twitter complied with the summons, but several of the targeted accounts 
were notified by Twitter. 





My basic question: why would the U.S. embassy or its attaches authorize a summons like 
this? 

Best, 

Shawn Musgrave 
520-820-6615 



Subject: 


(b)(6);(b)(7)(C) 


23 May 2018 16:10:52 +0000 


{b)(6),(b)(7)(C) 


RE: Quick call at 10am EST on 1509 Summons Inquiry 


Short and to the point. This is the statement we are going to run by the HSI FO: 



Se nt: Tuesday, May 22, 2018 10:30 PM _ 

To: |(b)(6);(b)(7)(C) 

Subject: RE: Quick call at 10am EST on 1509 Summons Inquiry 
How did this call go? 


Sent with BlackBerry Work 
( www.blackberrv.com ) 

._|(b)(6);(b)(7)(C) 


FromlZ_IZ___I 

Da te: Tuesday, 22 May 2018, 10:39 PM _ 

Top)(6);(b)(7){C) 

Subject: Quick call at 10am EST on 1509 Summons Inquiry 


FYI gentlemen, sorry for the short notice, but we are going to hop on the line at 10 to discuss the response 
to the inquiry on 1509 summons. No worries if you cannot join, I can provide a readout/revised statement 
if not. 

Thank vou, 

(b)(6);(b)(7j(C) 

Call-in Info 

877-691 -|(bj(7j(Ej 
Passcode 


From:' (tiXBWbK^KC) 

Sent: Tuesday, May 22, 2018 8:55 AM 






jQ (b)(6);(b)(7)(C) 

(b)(6);(b)(7)(C) 

Subject: RE: 1509 summons to Twitter in 2014 
CLS does. 877-691-*^*^^^^^^ Passcode 

(b)(6);(b)(7)(C) 

Deputy Chief 
Criminal Law Section 

Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Immiemlion and Customs Enforcement 
202-732 (Desk) 


202-536 


J(Cell) 


*** Warning *** Attomey/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive 
attorney/client privileged information or attorney work product and/or law enforcement sensitive 
information. It is not for release, review, retransmission, dissemination, or use by anyone other 
than the intended recipient. Please notify the sender if this email has been misdirected and 
immediately destroy all originals and copies. Furthermore do not print, copy, re-transmit, 
disseminate, or otherwise use this information. Any disclosure of this communication or its 
attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration 
and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY and 
may be exempt from disclosure under the Freedom of Infomiation Act, 5 USC §§ 552(b)(5), 
(b)(7). 

Sent: Tuesday, May 22, 2018 8:50 AM 

To|(b)(6):{b)(7)(C) 

|(b)(6);(b)(7)(C) I- 


Cc (b)(6);(b)(7)(C) 

Subject: RE: 1509 summons to Twitter in 2014 



Do you all have a conference line we could use? OPA’s is tied up at that time. 
Prom: |(b)(6);(b)(7)(C) 

Sent: Tuesday, May 22, 2018 8:10 AM 


(b){6);(b)(7)(C) 


(b){6);(b)(7){C) 


Cc:(b)(6);(b)(7){C) 

Subject: RE: 1509 summons to Twitter in 2014 



10-11 works for CLS. 








Deputy Chief 
Criminal Law Seetion 


Homeland Seeurity Investigations Law Division 
Offiee of the Prineipal Legal Advisor 


U.S. Immiemtion and Customs Enforeement 
(Desk) 

(Cell) 


202-732 

202-536 


(b)(6);(b 

)(7)(C) 


*** Warning *** Attomey/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive 
attorney/client privileged information or attorney work product and/or law enforcement sensitive 
information. It is not for release, review, retransmission, dissemination, or use by anyone other 
than the intended recipient. Please notify the sender if this email has been misdirected and 
immediately destroy all originals and copies. Furthermore do not print, copy, re-transmit, 
disseminate, or otherwise use this information. Any disclosure of this communication or its 
attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration 
and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY and 
may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), 
(b)(7). 


(b)(6);{b){7)(C) 


From; 

Se nt: Tuesday, May 22, 2018 8:09 AM 

To 
Cc: 


b)(6);(b)(7)(C) 


Subject: RE: 1509 summons to Twitter in 2014 


I'm available this morning also. 


Sent with BlackBerry Work 
( www.blackberrv.com) 


(b){6);(b){7){C) 


From: 

Da te: ‘Tuesday, May 22. 2018. 8:05 AM~ 

To 
Cc:| 


(b)(6);(b)(7)(C) 


Subject: RE: 1509 summons to Twitter in 2014 


I’m free from 9am-1130am, so any time in there works. 


(b){6);(b)(7)(C) 


,\ ho from HSI should we include? 


(b)(6);(b)(7)(C) 


anyone else? 


Thanks, 


b)(6);{b)(7)(C) 


Public Affairs Officer/Spokesperson 

U.S. linmivration and Customs Enforcement (ICE) 

(b)(6);(b)( ■ 


202-64 


|7)(C) 


bell) 





(b)(6);(b)(7)(C) 


From 

Se nt: Tuesday, May 22, 2018 8:04 AM 

To 


(b)(6);(b)(7)(C) 


|(b)(6):(b)(7)(C) 


Cc (b)(6);(b)(7)(C) 


Subject: RE: 1509 summons to Twitter in 2014 


Adding 


(b)(6);(b)(7){C) 


Let us know when is a good time for a call and whether we need to 


include anyone else from HSl. 


(b)(6);(b)(7)(C) 

Deputy Chief 
Criminal Law Section 


Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Im migratio n and Customs Enforcement 


202-732 

202-536 


(b)(6);(b) 
(7)(C) 


Desk) 

Cell) 


*** Warning *** Attomey/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive 
attorney/client privileged information or attorney work product and/or law enforcement sensitive 
information. It is not for release, review, retransmission, dissemination, or use by anyone other 
than the intended recipient. Please notify the sender if this email has been misdirected and 
immediately destroy all originals and copies. Furthermore do not print, copy, re-transmit, 
disseminate, or otherwise use this information. Any disclosure of this communication or its 
attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration 
and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY and 
may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), 
(b)(7). 


From: 

Sent: 

(b)(6);(b)(7)(C) 

Monday, May 21, iUlBl! 

1:49 PM 

To: 

Cc: 

(b)(6);(b){7)(C) 



Subject: RE: 1509 summons to Twitter in 2014 


I agree. 


Sent with BlackBerry Work 
( www.blackberrv.com ) 





(.(.(b)(6);(b)(7)(C) 

Subject: RE: 1509 summons to Twitter in 2014 



From: |(t^K6):(b)(7)(C) 

Date: Monday, May 21, 2018, 5:37 PM 
To:|(b)(6);(b)(7)(C) 

Cc:|_ 

Subject: RE: 1509 summons to Twitter in 2014 

Oh yes. He's looking for anything. 

The Buenos Aires case is straight forward and the request was even canceled. 


Sent with BlackBerry Work 
( www.blackberrv.com ) 

Fromj(b)(6);{b)(7)(C) 

Date: Monday, May 21, 2018, 5:31 PM 
To: |(b)(6);(b)(7)(C) 


summons to Twitter in 


This guy is special. I told him to back off (again) Hopefully we will have something for him after 
tomorrow. 

From:|(b)(6);{b)(7)(C) 

Date: Monday, May 21, 2018, 5:27 PM 

To:|(b)(6);(b){7)(C) 

Cc:_ 

Subject: FW: 1509 summons to Twitter in 2014 

FYI - Just received this. 

I haven't responded to nor plan to answer. 


Sent with BlackBerry Work 
( www.blackberrv.com ) 


From: Shawn Musgrave < shawnmusgrave(S)email.com > 
Date: Monday, May 21, 2018, 5:19 PM 

To: |(b)(6);(b)(7)(C) 

Subject: Re: 1509 summons to Twitter in 2014 


Hi again, Mr.(b)(6);(b)(7)(C) 





I'm still very interested in discussing this customs summons with you. If you get a chance, please give me 
a call at 5208206615, or shoot me an email. 


Best, 

Shawn 


On Wed, May 9, 2018 at 5:53 PM, Shawn Musgrave < shawnmusgrave@gmail.com > wrote: 


Mr. 


|(b)(6);(b)(7){C) 


I'm a reporter based in Boston. I'm writing with questions about a 1509 summons (attached) you 
sent to Twitter in 2014 in your capacity as a HSI special agent. 


Can you tell me a 

|(b)(6);(b)(7)(C) Ind Mr. 


Ijout the c ontext for this summons, and why you requested authorization from Mr. 


(b)(6);(b)(7) 
(C) 


to send it to Twitter? 


Thank you, 
Shawn Musgrave 
520-820-6615 



(b)(6);(b)(7)(C) 


(b)(6);(b)(7)( 

C) 


From: 

Sent: 

To: 

Cc: 

Subject: RE: Reporter reached out to HSI Buenos Aires for information 


15 May 2018 13:18:55 -0400 
|(b)(6);(b)(7)(C) 


(Consolidating multiple emails to get everyone onto one string.) 


(b)( 


CKC) 


I Spoke to I_ pn this and his recollection is that there were media inquiries from the US back 


in 2014, but that no story ever came of it. At the time, t he office worked with the Embassy PAO 
to develop a statement in case it was needed, and 


^ recalls it being general in nature, similar 
to what I drafted in the below message. Similar t6 our office, the Embassy PAO would have had 


(b)(6),(bL 
)(7)(C) 


a complete turnover since 2014 and there does not seem to be any historic knowledge there of 
the original dustup over this. 


(b)(6);(b)(7)(C) 

Regional Attache, Southern Cone of the Americas 
Department of Homeland Security 
Homeland Security Investigations (HSI) 

U.S. Embassy Buenos Aires 


Office: 54 11 5777 
Cell: 54 911 259 

(b)(6);(b)(7) 

(C) 


(b)(6);(b)(7)(C) 


Frotn 


(b)(6):(b)(7)(C) 


Se nt: Tuesday, May 15, 2018 1:07 PM 


(b)(6);(b)(7)(C) 


To 
Cc 

Subject: RE: Reporter reached out to HSI Buenos Aires for information 


|(b)(6);(b)(7)(C) 

I don’t have 


mu ch of the b ackgr ound since it predates my arriva l by about two years, so fm 


relying on what W(6):(b)(7)( -et;alls. 


g(6);(b)(7)( 


may have more to add 


(b)(5) 


b)(5) 












J(b)(6);(b)(7)(C) 


Date: Tuesday, May 15, 2018, 12:49 PM 
To:|(b)(6);(b)(7)(C) 

Cc: 


(b)(6);(b)(7)(C) 

suDjcct: Kt: Keponer reaciiea out to m:s1 Buenos Aires for information 


I think that’s way above my pay grade, I know I don’t have anything to say LOL. copying 
on this but I’m sure any statement would have to be coordinated with him and HQ. 


Sent with BlackBerry Work 
(www.blackberry.com) 

From: |(b)(6);(b)(7)(C) 

Date: Tuesday, May 15, 2018, 12:44 PM 
To: |(b)(6);{b)(7)(C) 

Cc: I_ 

Subject: RE: Reporter reached out to HSl Buenos Aires for information 

Hey guys. 

Looks like the reporter east a wide net on this one. thanks for the baekground you provided on 

this. |^K6);(b)(7)( anything we can say publicly here'.’^ 

Thank you both. 

|(b)(6);(b)(7)(C) I 


Se nt: Thursday, May 10, 2018 4:27 PM _ 

To (b)(6);(b)(7)(C) ICEMedia <ICEMedia(3)ice.dhs.gov> 

Subject: RE: Reporter reached out to HSl Buenos Aires for information 

_ , |(b)(6);(b)( 

Thanks 7 )(C) we got it. 

Sent: Thursday, May 10, 2018 4:19 PM 
To: ICEMedia < ICEMedia(5)ice.dhs.gov > 

Subject: FW: Reporter reached out to HSl Buenos Aires for information 


ICE Media, 







We are passing this reporter inquiry to you as an FYI. A reporter reached out to HSI Buenos Aires and HSI 
Buenos Aires referred them back to you. Since we don't know if the reporter will actually contact you, 
we wanted to provide a heads up just in case. 


Regards, 


(b)(6);(b)(7)(C 


From: 

(b)(6);(b)(7)(C) 


Date: Thursday, May 10, 2018, 2:15 PM 


To 
Cc; 

Subject: RE: Reporter reached out to HSI Buenos Aires for information 


|(b)(6);(b)(7)(C) 


Please see reporter's response attached. I instructed 
reporter anymore. 


(b)(6);(b)( 

K)(C) 


to not reply or communicate with 


Thanks, 


|(b)(6);(b)(7)(C) 


Assistant Attache Buenos Aires 
Southern Cone of the Americas 
Homeland Security Investigations 
U.S. Embass y Buenos Aires 


+54 11 5777 

(b)(6);(b)( 

7)(C) 

V 

+54 911 339 

C 

(b)(6);(b)(7)(C) 


From (i^K6):(b)(7)(C) 


Sen t: Thursday. Mav 10. 2018 12:24 PM 
To: 

Cc: 


(b)(6);(b)(7)(C) 


Subject: RE: Reporter reached out to HSI Buenos Aires for information 
Thank you very much 


ProniP™{^ 


Date: Thursday, May 10, 2018, 11:09 AM 


(b)(6);(b){7)(C) 


To: 

Cc: 

Subject: Reporter reached out to HSI Buenos Aires for information 

Hello I 


(b)(6);(b)(7)(C) 


Just wanted to give you a heads up that FSNI 


(b)(6);(b)(7)(C) 


received an email from a Boston-based 
reporter for "The Inte rcept" req uesting information related to a Subpoena that was issued by this office 
back in 2014. We told 


(b)(6);(b)(7)( 

lc) 


(b)(6);(b)(7 
\)(C) 


to direct reporter to send a media inquiry to ICEMedia@ice.dhs.gov . 
gave me a quick brief on this situation and this was all handled and addressed back in 2014. 





We just wanted to give you all a heads up since we referred him to the OPA and will probably come 
down the pipe to you all. 


Thanks, 



Assistant Attache Buenos Aires 


Southern Cone of the Americas 


Homeland Security Investigations 
U.S. Embassy Buenos Aires 


+54 11 5777 (b){6)i(b w 
+54 911 339: -C 


From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 



RE: Reporter reached out to HSI Buenos Aires for information 


RE: MEDIA INQUIRY: 1509 summons by HSI special agent|(b)(6):(b)(7)[2014) 


The reporter wrote to OPA inbox and 


(b)(6);(b)(7) 

(C) 


replied, 


please see attached 


email. 


|(b)(6);(b)(7)(C) 


Assistant Attache Buenos Aires 
Southern Cone of the Americas 
Homeland Security Investigations 
U.S. Embassy Buenos Aires 


+54 11 5777 

+54 911339; 

(b){6);{b) 

(7)(C) 

N 

C 

(b)(6);(b)(7)(C) 


(b)(6)i{b)(7)(C) 


From 

Sent: Thursday, May 10, 2018 3:25 PM 


T((b)(6);(b)(7)(C) 

c< 


Subject: RE: Reporter reached out to HSI Buenos Aires for information 


Does OPA know about this? 


b)(6);(b)(7)(C) 


From 

Dat e:' 1 hursday. May 10. JO IS, 2:15 PM~ 

To: 

Cc: 


(b)(6);(b)(7)(C) 


Subject: RE: Reporter reached out to HSI Buenos Aires for infonnation 


Please see reporter's response attached, 
reporter anymore. 


instructed 


(b)(6);(b)( 

7)(C) 


to not reply or communicate with 


Thanks, 


(b)(6);{b)(7)(C) 


Assistant Attache Buenos Aires 
Southern Cone of the Americas 
Homeland Security Investigations 
U.S. Fmhass v Rupnn s Aires 


+54 11 5777 

+54 911 33E 

(b)(6);(b)( 

7)(C) 

W 

C 

(b)(6);(b)(7)(C) 




From: 

Sent: Thursday, May 10, 2018 12:24 PM 

ToJ(b)(6);(b)(7)(C) 

CcJ __ 

Subject: RE: Reporter reached out to HSI Buenos Aires for information 
Thank you very much 

Date: Thursday, May 10, 2018, 11:09 AM 

To:|(b)(6):(b)(7)(C) 

Cc:|_ 

Subject: Reporter reached out to HSI Buenos Aires for information 

Hello 


Just wanted to give you a heads up that FSNl |(b)(6):(b)(7)(C) received an email from a Boston-based 

reporter for "The Inte rcept” req uesting information related to a Subpoena that was issued by this office 
back in 20 14. We told to direct reporter to send a media inquiry to ICEMedia@ice.dhs.gov . 

(b)(6);(b)(7)(C) |.^g g brief on this situation and this was all handled and addressed back in 2014. 

We just wanted to give you all a heads up since we referred him to the OPA and will probably come 
down the pipe to you all. 


Thanks, 

(b)(6) (b)(7)(C) 

Assistant Attache Buenos Aires 
Southern Cone of the Americas 
Homeland Security Investigations 
U.S. Embass y Bueno s Aires 
+54 11 5777 
+54 911 339** C 






From: 

Sent: 

To: 

Cc: 

Subject: 

|(b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 

10 May 2018 15:47:08 -0400 


(b)(6);(b)(7)(C) 


RE: MEDIA INQUIRY: 1509 summons by HSI special ageni 


(b)(6);(b)(7)( 

C) 


014) 


Thanks so much. 
Regards 



(b)(6);(b)(7)(C) 

FSN Criminal Investigator 
Department of Homeland Security 
HSI Attache Office 
Southern Cone of the Americas 
American Embassy Buenos Aires 


Voice: 54-11-5777 


Fax: 

Cell: 


(b)(6)(b) 

(7)(C) 


54-II-5777-TO? 




54-9-1 I-5I22^<^)<6)'™C) 


-VW uiij. - I hi< dnfii nipnt is UNCLASSIFIED/ZFOR OFFICIAL USE ONLY (U//FOLO). This email message is intended for the use of the 
individual or entii7~Tr" 'iii ii ii is .'.iluii-^se d and may contain information that is privileged or law enforcement sensitive that may be exempt from 
public release under the Freedom ot In'n i~i—ni SC S S71 It is to be controlled, stored, handled, transmitted, distributed, and disposed 

of in accordance with DUS policy relating to FOUO infbl^l^Sn5nTni+‘>-^^ SENSITIVE BUT UNCLASSIFIED. FOR 

OFFICIAL USE ONL T, INFORMA TIO.N) and is not to be released to the tlTTTrr i, —, 1 . , p i runnel who do not have a valid ”necd-to- 

know” without prior approval of an authorized DliSlISl official. If the reader of this message is not the int,~iu?^:^T ^ ^l i -i i mui are hereby 
notified that any dissemination, distribution or copying of this communication is strictly prohibited. If you have received thiscoinmTuTirtTtT. ■ 1 in ^ 
error, please notify the sender at telephone number (-54 9 11)5123-9234), and immediately delete this message and all its attachments. 


(b)(6);(b)(7){C) 


From 

Se nt: Thursday, May 10, 2018 4:40 PM 


T(J(b)(6);(b)(7){C) 


Subject: RE: MEDIA INQUIRY: 1509 summons by HSI special agerJW(6)'(W)( (2014) 




That’s for this. 


(b)(6);(b)(7) 

(C) 


We got it. I’ve given OIA here at HQ a heads up. 


(b)(6);(b)(7)(C) 





Public Affairs Officer/Spokesperson 

U.S. Immigration and Customs Enforcement (ICE) 

202-732|(b)(6);(b)(|desk) 

202-641^^^^^ cell) 


From: Shawn Musgrave [mailto:shawnmusgrave@gmail.coml 
Sent: Thursday, May 10, 2018 3:11 PM 
To: ICEMedia < ICEMedia@ice.dhs.gov > 

Subject: Fwd: MEDIA INQUIRY: 1509 summons by HSI special agenfb)(6),(b)(7 1(2014) 


VC) 


Hello 


Mri' 


b)(6);(b)(7)(C 


pas asked that I direct inquiries regarding his involvement in this 1509 summons from 


2014 to this inbox. Please confirm receipt of this and my email from yesterday on this topic. 
I am not currently on deadline, and will be writing about this for The Intercept. 


Best, 

Shawn 


Forwarded message 



All media inquiries should be directed to ICEMedia@ice.dhs.gov 
Thanks, 



Homeland 

Security 


(b)(6);{b)(7)(C) 


ESN Criminal Investigator 
Department of Homeland Security 
HSI Attache Office 
Southern Cone of the Americas 
American Embassy Buenos Aires 

Thijj doc ument is 1;NCI.ASSIFIF.D//F0R OFFICIAL USE ONLY (U//FOUO). This email message is intended for the use of the 
nr.,.,. Mill ;i niay contain information that is privileged or law enforcement sensitive that may be exempt from 

public release under the Freedom "t ln'"nTi ' ' i ) s i ^ [t is to be controlled, stored, handled, transmitted, distributed, and disposed 

of in accordance with DHS policy relating to FOUO infr.rr.v.t.,'n , i il K i i n i ~ ^ ' u / i;i uaniMn SENSITIVE BUT UNCLASSIEIEO. J-'OR 

OFFICIAL USE ONLY. INFORMATION) and is not to be released to the public, lln iinilii iii ii n .. I u !io do not have a valid "need-to- 

know" without prior approval of an authorized DHSi'HSl official. If the reader of this message is not the int.-n.tirft ri..-ipi.-,il . i ■tiI.. 





ii ji ii niii i i iii i i. M i . i j ' I-n ihiq rnm iTiiiniFation is strictly nroh ihited. If you have received this communication in 

error, please notify the sender at telephone number (+54 9 11)5123-9234). and immediately delete this message and all ns anaenments. 


From: Shawn Musgrave [mailto: shawnmuserave@gmail.com ] 

Sent: Wednesday, May 09, 2018 6:46 PM_ 

To: Buenosairespress(Sstate.eov| i 


(b)(6);(b)(7)(C) 


4b)(6);(b)(7)(C) 


Subject: MEDIA INQUIRY: 1509 summons by HSI special agent 


(b)(6);(b)( 

7)(C) 


(2014) 


Hello - 


I'm a Boston-based reporter writing for The Intercept. I am not currently on deadline. 


Attached are materials related to a 1509 summonses (also called DHS Form 3115) issued to Twitter in 



I would like the context and overall timeline regarding this summons, particularly since it was covered 
by the Argentina media at the time as an attempt by a prosecutor to target supporters of 
a political opponent. It remains unclear to me whether Twitter complied with the summons, 
but several of the targeted accounts were notified by Twitter. 

My basic question: why would the U.S. embassy or its attaches authorize a summons like this? 

Best, 

Shawn Musgrave 
520-820-6615 



(b)(6);(b)(7)(C) 


Subject: 


15 Mav 2018 17:18:54 +0000 


(b)(6);(b)(7)(C) 


RE: Reporter reached out to HSI Buenos Aires for information 


(b)(6);(b)(7)( 

c) (Consolidating multiple emails to get everyone onto one string.) 


I spoke to )n this and his recollection is that there were media inquiries from the US back 
in 2014, but mat no story ever came of it. At the time, th e office worked with the Embassy PAO 
to develop a statement in case it was needed, and|^i(^i^ ecalls it being general in nature, similar 
to what I drafted in the below message. Similar to our office, the Embassy PAO would have had 
a complete turnover since 2014 and there does not seem to be any historic knowledge there of 
the original dustup over this. 


(b)(6);(b)(7)(C) 

Regional Attache, Southern Cone of the Americas 
Department of Homeland Security 
Homeland Security Investigations (HSI) 

U.S. Embassy Buenos Aires 
Office: 54 11 5777 |(b)(6);(b)(7)( 

Cell: 54 911 259C_ 

|{b)(6);(b)(7)(C) I 



Subject: RE: Reporter reached out to HSI Buenos Aires for information 








From: |(b)(6);(b)(7)(C) 

Da te: Tuesday. May 15, 2018, 12:49 PM _ 

Toj(b)(6);(b)(7)(C) 

Cc 


(b)(6);(b)(7)(C) 


Subject: RE: Reporter reached out to HSI Buenos Aires for information 

I think that’s way above my pay grade, I know I don’t have anything to say LOL. copying 
on this but I’m sure any statement would have to be coordinated with him and HQ. 


1(b)(6),(b)(7)(C) 


Sent with BlackBerry Work 
(www.blackberry.com) 


_I 

Da te: Tuesday, May 15. 2018. 12:44 PM _ 

Toj(b)(6);(b)(7)(C) 

Cc]_ 

Subject: RE: Reporter reached out to HSI Buenos Aires for information 


Hey guys, 

|(b)(6),(b)(7)(| 

Loo ks like the reporter cast a wide net on this onc.C) thanks for the background you provided on 

this. ^K6)^(b)(7)( anything we can say publicly here.^ 

Thank you both. 

(b)(6);(b)(7)(C) 

From:|W(6Wb)(7)(C) 

Se nt: Thursday, May 10, 2018 4:27 PM _ 

To: (b)(6):(b)(7)(C) _ ICEMedia <ICEMedia(3)ice.dhs.gov> 

Subject: RE: Reporter reached out to HSI Buenos Aires for information 


Thanks 


(b)(6);(b)( 


wc got it. 


l(b)(6);(b)(7)(C) 


From: f " ^ _ 

Sent: Thursday, May 10, 2018 4:19 PM 
To: ICEMedia < ICEMedia(5)ice.dhs.gov > 

Subject: FW: Reporter reached out to HSI Buenos Aires for information 


ICE Media, 







We are passing this reporter inquiry to you as an FYI. A reporter reached out to HSI Buenos Aires and HSI 
Buenos Aires referred them back to you. Since we don't know if the reporter will actually contact you, 
we wanted to provide a heads up just in case. 

Regards, 


b)(6);(b)(7)(C) 


(b)(6);(b)(7){C) 


From| 

Da te: Thursday, May 10, 2018, 2:15 PM 
To: 

Cc: 


(b)(6);(b)(7)(C) 


Subject: RE: Reporter reached out to HSI Buenos Aires for information 


Please see reporter's response attached. I instructed 
reporter anymore. 


(b)(6);(b)( 

7)(C) 


to not reply or communicate with 


Thanks, 


|(b)(6);(b)(7)(C) 


Assistant Attache Buenos Aires 
Southern Cone of the Americas 
Homeland Security Investigations 
U.S. Embass y Bueno s Aires 


+54 11 5777 

+54 911 339 

(b){6);(b 

)(7)(C) 

W 

-c 

(b)(6);(b)(7)(C) 


From 

Sent 


b)(6);(b)(7)(C) 


Iiiuisudv. I»idv lu. zttlB 12:24 PM 


jj,(b)(6);(b)(7){C) 

c<_ 


Subject: RE: Reporter reached out to HSI Buenos Aires for information 


Thank you very much 




Dat e; Thursday. May 10. 2018. 11:09 AM 
To: 

Cc: 


(b)(6);(b){7)(C) 


Subject: Reporter reached out to HSI Buenos Aires for information 


Hgl|J(b)(6);(b)(7)(C) 


(b)(6),(b)(7)(C) 


received an email from a Boston-based 


Just wanted to give you a heads up that FSNI 

reporter for "The Inte rcept" req uesting information related to a Subpoena that was issued by this office 
back in 2014. We told 


(b)(6);(b)(7)( 

C) 


(b)(6);(b)(7) 


rto direct reporter to send a media inquiry to ICEMedia@ice.dhs.gov . 


gave me a quick brief on this situation and this was all handled and addressed back in 2014. 







We just wanted to give you all a heads up since we referred him to the OPA and will probably come 
down the pipe to you all. 

Thanks, 


|(b)(6);(b)(7)(C) 


Assistant Attache Buenos Aires 
Southern Cone of the Americas 
Homeland Security Investigations 
U.S. Embass y Bueno s Aires 


+54 11 5777 

(b)(6);(b)( 

7)(C) 

N 

+54 911 339 

C 

(b)(6);(b)(7)(C) 



|(b)(6);(b)(7)(C) 


From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 


10 May 2018 13:39:27 -0400 


|(b)(6);(b){7)(C) 


FW: MEDIA INQUIRY: 1509 summons by HSI special agen 
image001.jpg 


(b)(6);(b)(7)( 

C) 


2014) 


FYI. 


See what the reporter said 



Homeland 

Security 


(b)(6);(b)(7)(C) _ 

FSN Criminal Investigator 
Department of Homeland Seeurity 
HSI Attache Office 
Southern Cone of the Americas 
American Embassy Buenos Aires 



■Tr:>THiu4u4Jiis^umcnt is LNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOLO). This emaii message is intended lor the use of the 
individual orentT7?^tT^T4w4 ii i i is add ressed and may contain information that is privileged or law enforcement sensitive that may be exempt from 
public release under the FreedomoTTn-rr-p^.^; ^. \ct <5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed 
of in accordance with DllS policy relating to SAFEGUARDING SENSITIVE BUT UNCLASSIFIED. FOR 

OFFICIAL USE ONL Y. INFOR.MA TIO.N) and is not to be released to tii?prTtfT-~ ^i:i. .!i.a. n r other personnel who do not have a valid “necd-to- 
know” without prior approval of an authorized DHS ’HSl official, if the reader of this inessae7~r^Tpr>~ cL. i iiende d recipient, you are hereby 
notified that any dis.scmination, distribution or copying of this communication is strictly prohibited. If von have^TtT-rppd -Ln^ , nmm iinicalion in 
error, please notify the sender at telephone number (-54 9 11)5123-9234), and immediately delete this message and all its attaclim7iT7'?:~~~-__ 


From: Shawn Musgrave [mailto:shawnmusgrave(5)gmail,com] 
Se nt: Thursday, May 10, 2018 1:03 PM _ 


ToJ(b)(6);(b)(7){C) 


Subject: Re: MEDIA INQUIRY: 1509 summons by HSI special agent2014) 

Iki_ 


Thanks, Mr,(b)(6);(b)(7)(C) 


I've sent a message to ICE communications/media office and gotten no response, so I've reached out to 
the individuals who seemed to have authorized this summons back in 2014, Any information or 



clarification you can provide would be very useful, particularly if you did not, in fact, authorize this 
summons. 

Best, 

Shawn 


On Thu, May 10, 2018,11:22 AM Di Fresco, Marcelo O (FSN) 


(b)(6);(b)(7)(C) 


wrote: 


All media inquiries should be directed to ICEMedia@ice.dhs.gov 


Thanks, 



(b)(6):(b)(7)(C) 

FSN Criminal Investigator 
Department of Homeland Seeurity 
HSI Attaehe Offiee 
Southern Cone of the Amerieas 
American Embassy Buenos Aires 

This dociimenl is UNCLASSIFIED//FOR OFFICI.AL USE ONLY (LV/EOHO). This email message is intended for the use of 
llie individuaror7iTrTn-*»*_Jll4_hjtJ^ddressed and may contain infonnation that is privileged or law enforcement sensitive that may he 
exempt from public release underT^TTT?TT'r-HH-a :_liiiorniat ion Act (5 U.S.C, 552), It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with 01lsTi(TicvT7tr-T(«.saj .i-l t illO inf ormation (01 IS 11042.2 SAFEGUARDING SENSITIVE 
BUT UNCLASSIFIED. FOR UFFICI.4L USE ONL Y. INFORM.^ . . ,i tr. tU,- pnhlir- the media, or other personnel 

who do not have a valid "need-to-know" without prior approval of an authorized DHS.HSl offirTa TT~Tr~i—ni i,k is not the 

intended recipient, you are hereby notified that any dissemination, distribution or copying of this communication is sin7n^r7ffrrt444^l I ■ ■, on 
have received this communication in error, please notify the sender at telephone number (+54 9 11) 512.5-92.')4), and immediately delete this 
message and all its attachments. 


From: Shawn Musgrave lmailto: shawnmusgrave@gmail.com1 
Sent: Wednesday, May 09, 2018 6:46 PM 


To (b){6);(b)(7)(C) 


b)(6);(b)(7)(C) 


Subject: MEDIA INQUIRY: 1509 summons by HSI special agenti 


(b)(6);(b)(7 

)(C) 


(2014) 


Hello - 


I'm a Boston-based reporter writing for The Intercept. I am not currently on deadline. 


Attached are materials related to a 1509 summonses (also called DHS Form 3115) issued to Twitter in 





|(b)(6);(b)(7)(C) 


2014 by a HSI special agent,! 


J who was posted at the Buenos Aires embassy at the 

on the authority 


time. Per the attached, the summons was signed by Assistant Attache(b)(6);(b)(7)(C) 
0f|(b)(6);(b)(7)(C) (cc'd). - 


I would like the context and overall timeline regarding this summons, particularly since it was 
covered by the Argentina media at the time as an attempt by a prosecutor to target 
supporters of a political opponent. It remains unclear to me whether Twitter complied 
with the summons, but several of the targeted accounts were notified by Twitter. 


My basic question: why would the U.S. embassy or its attaches authorize a summons like this? 


Best, 

Shawn Musgrave 
520-820-6615 




|(b)(6);(b)(7)(C) 


20 May 2018 22:45:51-0400 
|(b)(6);(b)(7)(C) 


|(b)(6):(b)(7)(C) 

Subject: RE: The Intercept Inquiry on 1509 Summons 

|(b)(6);(b)(7)(C) I 


rrom: 

Sent: 

To: 

Cc: 



Let me know if you need more from me. 
Regards, 


(b)(6);(b)(7)(C) 


Homeland Security Investigations 
Deputy Attache Korea/Japan 
U.S. Embassy Seoul _ 

|{b)(6);(b)(7)(C) I 


+82-10-5280 


(b)(6);(b)(7)(C) 



Subject: RE: The Intercept Inquiry on 1509 Summons 


Thanks again everyone. Would a response like this work? 


(b)(5) 















(b)(5) 


Thanks. 

|(b)(6);(b)(7)(C) 


From: 


(b)(6);(b)(7){C) 


Sent: Thursday, May 17, 2018 11:09 AM 

To i(b)(6):(b)(7)(C) 

|(b)(6);(b)(7)(C) 


Subject: RE: The Intercept Inquiry on 1509 Summons 


All, 


b)(5) 


looping in our POCs (|(b)(6);(b)(7)(C) 


the articles and can join a call. 
















(b)(6);(b)(7)(C) 


Deputy Chief 
Criminal Law Section 


Homeland Security Investigations Law Division 

Office of the Principal Legal Advisor 

U.S. Im migrati on and Customs Enforcement 


202-732 

202-536 


(b){6);(b 

)(7)(C) 


Desk) 

Cell) 


*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive 
attomey/client privileged information or attorney work product and/or law enforcement sensitive 
information. It is not for release, review, retransmission, dissemination, or use by anyone other 
than the intended recipient. Please notify the sender if this email has been misdirected and 
immediately destroy all originals and copies. Furthermore do not print, copy, re-transmit, 
disseminate, or otherwise use this information. Any disclosure of this communication or its 
attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration 
and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY and 
may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), 
(b)(7). 


From 

Sent: Thursday, May 17, 2018 10:59 AM 


T (b)(6);(b)(7)(C) 


l(b)(6):(b)(7)(C) 


Cc:(b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 












|{b)(6);(b)(7)(C) 


Subject: The Intercept Inquiry on 1509 Summons 
Good morning everyone. 

Combining several chains here so we can coordinate a response, and perhaps set up a call if that is easier. 

As you all know, 1 received an inquiry from Shawn Musgrave from The Intercept Wednesday of last 
week regarding the 1509 summonses related to the two cases referenced in the attached documents. 

This inquiry came in response to Musgrave’s article on CBP’s attempt to unmask the @ALT_USC1S 
Twitter account using a 1509 summons. From that article: 

“In phone calls and emails with Hoffman, Twitter’s attorneys pointed out that the underlying legal 
authority for this “1509 summons” — which is named for the authorizing law — pertains solely to 
records about imported merchandise.” 

Also from that article: 

“Such discussions hint, of course, at potentially wider misuse of summonses, not only by CBP, but also 
by ICE and other agencies as well.” 

The article also refences the following DHS OIG report on CBP’s use of Summons Authority: 
https://www.oiiJ.dhs.(Jov/sites/default/Files/assets/Maa/2017/oia-l 8-18-novl 7.pdf 


(b)(5) 


Has HSI ever said anything publicly or in publicly available documents regarding its use of 1509 
summons, and how these might pertain to Twitter accounts or other social media or technology based in 
the United States and utilized overseas? 


I’m copying 


(b)(6);(b)(7)(C) 


here, as we had worked together some time ago regarding our coordination 


with Russian law enforcement on investigations, and how HSI vets requests for assistance by foreign law 
enforcement to ensure our role is limited to thoroughly vetted and legitimate criminal investigations. 


Thank you. 


(b)(6);(b)(7)(C) 

Public Affairs Officer/Spokesperson 

U.S. Immigration and Customs Enforcement (ICE) 








( 

From: 

b)(6),(b)(7)(C) 


Sent: 

17 Mav 2018 23:33:05 -0400 

To: 

(b)(6);(b)(7)(C) 



Cc: 




(b)(6);(b)(7)(C) 



Subject: RE: The Intercept Inquiry on 1509 Summons 

Attachments: Soranet Summary.docx 


All, 


Attached is a brief summary of our case. The subpoena mentioned in this article was the one listed on 
January 21^^ Our matter lasted for some time until it was decided during the summer of 2016 to pull 


the request ending the lawsuit. 

(b)(5) 



(b)(5) 

(b)(5) 

I've copiecj 

(b)(6);(b)(7) 

(C) 

who was involved with my issue. 


If we are going to hold a call just let me know when, with a reminder I am 13 hours ahead of you folks. 


Regards, 


WKC)!*'* actually be in the US next week and might be able to meet up with anyone interested as well. 


(b)(6);(b)(7)(C) 

Homeland Security Investigations 
Deputy Attache Korea/Japan 
U.S. Embassy Seoul 

|(b)(6):(b)(7)(C) I 


+82-10-5280 


(b)(6);(b)(7)(C) 


Frotn 


(b)(6);(b)(7)(C) 


Sent: Friday, May 18, 2018 1:08 AM 


To: 

Cc: 


(b)(6);(b)(7)(C) 


1(b)(6) (b)(7)(C) 


Subject: RE: The Intercept Inquiry on 1509 Summons 

He||o|(^K6):(b)(7)(C) 


I found this timeline to post in an old email regarding the Twitter incident in Buenos Aires. 
Thanks, 

|(b)(6);(b)(7)(C) I 


HSI Buenos Aires is involved in a large array of investigations in Buenos Aires Argentina. In recent 
history specifically after the agreement between NCMEC and the Cuerpo de Investigaciones Judiciales 
(CIJ) in Buenos Aires to share CyberTipline reports in an expedited and direct manner there has been a 
large spike in request for assistance for IP logs and basic information on accounts such as Facebook, 









Microsoft, Twitter, Yahoo, Etc. 


This Fiscal year we continue to get several request from the CIJ, Policia Federal Argentina (PFA), Unidad 
Fiscal para la Investigacion de Delitos contra la Integridad Sexual y Prostitucion Infantil (UFI), Provincial 
Police forces and also have received several request from Uruguay Interpol ,and from the Brigade 
Investigadora CiberCrimen Metropolitana in Santiago, Chile. 

1(b)(7)(E) 


In conclusion, the U.S. Embassy will not comment to the press on this because it is not their policy to 
comment on law enforcement matters unless absolutely necessary. They are monitoring the situation 
and will advise HSI if this turns out to be a situation where a comment would be required or necessary. If 
it does, HSI Buenos Aires will coordinate with the Desk and loop in our press officers in Headquarters. 
Right now it does not appear to be. Below is the link to the article which contains a copy of the initial 
summons request by HSI Buenos Aires. 







Subject: The Intercept Inquiry on 1509 Summons 


Good morning everyone. 

Combining several chains here so we can coordinate a response, and perhaps set up a call if that is easier. 

As you all know, I received an inquiry from Shawn Musgrave from The Intercept Wednesday of last 
week regarding the 1509 summonses related to the two cases referenced in the attached documents. 

This inquiry came in response to Musgrave’s article on CBP’s attempt to unmask the @ALT_USCIS 
Twitter account using a 1509 summons. From that article: 

“In phone calls and emails with Hoffman, Twitter’s attorneys pointed out that the underlying legal 
authority for this “1509 summons” — which is named for the authorizing law — pertains solely to 
records about imported merchandise.” 

Also from that article: 

“Such discussions hint, of course, at potentially wider misuse of summonses, not only by CBP, but also 
by ICE and other agencies as well.” 

The article also rcfcnccs the following DHS OIG report on CBP’s use of Summons Authority: 
https://www.oia.dhs.ttov/sites/default/Files/assets/Mga/2Ql 7/oia-l 8-18-novl 7.pdf 


(b)(5) 


Has HSI ever said anything publicly or in publicly available documents regarding its use of 1509 
summons, and how these might pertain to Twitter accounts or other social media or technology based in 
the United States and utilized overseas? 













I’m copying 


(b)(6);(b)(7)(C) 


here, as we had worked together some time ago regarding our coordination 


with Russian law enforcement on investigations, and how HSI vets requests for assistance by foreign law 
enforcement to ensure our role is limited to thoroughly vetted and legitimate criminal investigations. 


Thank you, 

(b)(6);(b)(7)(C) 

Public Affairs Officer/Spokesperson 

U.S. Immigration and Customs Enforcement (ICE) 








|(b)(6);(b)(7)(C) 


From: 


Sent: 21 May 2018 12:43:59+0000 


To: 

Cc: 

(b)(6);(b)(7)(C) 

{b)(6);(b)(7)(C) 



Subject: RE: The Intercept Inquiry on 1509 Summons 


Good morning, 
|(b)(5j 


https://theintercept.eom/2018/03/26/facebook-data-ice-immigration/ 

“Because of errors inserted during editing, the original version of this article contained the 
mistaken assertion that ICE used private Facebook data to track unauthorized immigrants. The 
story has been corrected. See below for full correction.” 

Correction: March 26, 2017 

Due to errors by editor Ryan Grim, this story and its headline originally reported 
that the investigation referred to in the ICE emails targeted an immigrant. The story 
as filed did not include those errors, or any others. The documents reported on in the 
story do not establish that the target of the investigation was an immigrant or that 
the individual was being pursued for immigration violations. The target of the inves¬ 
tigation was, according to the documents, based in the New York metropolitan area, 
while several of the ICE agents on the emails were based in New Mexico. Additional¬ 
ly, this story has been updated to include a comment from Facebook. 

(They initially put the wrong year in their correction, and then corrected that without making 
note of it) 

“Correction: March 26, 2018 

Due to errors by editor Ryan Grim, this story and its headline originally reported that the 
investigation referred to in the ICE emails targeted an immigrant. The story as filed did not 
include those errors, or any others. The documents reported on in the story do not establish that 
the target of the investigation was an immigrant or that the individual was being pursued for 
immigration violations. The target of the investigation was, according to the documents, based in 
the New York metropolitan area, while several of the ICE agents on the emails were based in 
New Mexico. Additionally, this story has been updated to include a comment from Facebook.” 










Thank vou. 

|(b)(6);(b)(7)(C) 


From: 

Sent: 

(b)(6);(b)(7)(C) 

Sunday, May 20, 2018 

10:46 PM 

To 

(b)(6);(b)(7)(C) 

(b)(6);(b)(7)(C) 

Cc: 

(b)(6);(b)(7)(C) 

(b)(6);(b)(7)(C) 


Subject: RE: The Intercept Inquiry on 1509 Summons 


{b)(6);(b)(7)(C) 



Regards, 


(b){6);(b)(7)(C) 


Homeland Security Investigations 
Deputy Attache Korea/Japan 
U.S. Embassy Seoul 



(b)(6);(b)(7)(C) 























Subject: RE: The Intercept Inquiry on 1509 Summons 

Thanks again everyone. Would a response like this work? 
1(b)(5) 


Thanks. 


(b)(6);(b)(7)(C) 


From J(bm(b)(7)(C) 

Sent: Thursday, May 17, 2018 11:09 AM 

To:|(b)(6);(b)(7)(C) 


(b)(6) {b)(7)(C) 


(b)(6);(b)(7)(C) 



(b)(5) 

looping in our POCs ( (b)(6):(b)(7)(C) 
the articles and can join a call. 


bn this chain as well. We will review 


















(b)(5) 


|(b)(6):(b)(7)(C) 


Deputy Chief 
Criminal Law Seetion 

Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Im mivratj on and Customs Enforcement 
202-7321 
202-536 


(b)(6),(b 
)(7)(C) (tJe^K) 

(Cell) 


*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive 
attomey/client privileged information or attorney work product and/or law enforcement sensitive 
information. It is not for release, review, retransmission, dissemination, or use by anyone other 
than the intended recipient. Please notify the sender if this email has been misdirected and 




immediately destroy all originals and eopies. Furthermore do not print, copy, re-transmit, 
disseminate, or otherwise use this information. Any disclosure of this communication or its 
attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration 
and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY and 
may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), 
(b)(7). 


From:(b)(6);(b)(7)(C) 

Sent: Thursday, May 17, 2018 10:59 AM 



Subject: The Intercept Inquiry on 1509 Summons 


Good morning everyone. 

Combining several chains here so we can coordinate a response, and perhaps set up a call if that is easier. 

As you all know, I received an inquiry from Shawn Musgravc from The Intercept Wednesday of last 
week regarding the 1509 summonses related to the two cases referenced in the attached documents. 

This inquiry came in response to Musgrave’s article on CBP’s attempt to unmask the @ALT_USCIS 
Twitter account using a 1509 summons. From that article: 

“In phone calls and emails with Hoffman, Twitter’s attorneys pointed out that the underlying legal 
authority for this “1509 summons” — which is named for the authorizing law — pertains solely to 
records about imported merchandise.” 

Also from that article: 


“Such discussions hint, of course, at potentially wider misuse of summonses, not only by CBP, but also 
by ICE and other agencies as well.” 

The article also refences the following DHS OIG report on CBP’s use of Summons Authority: 
https://www.oig.dhs.gov/sites/default/Files/assets/Mga/2017/oig-18-18-novl7.pdf 


(b)(5) 


Has HSI ever said anything publicly or in publicly available documents regarding its use of 1509 
summons, and how these might pertain to Twitter accounts or other social media or technology based in 
the United States and utilized overseas? 











(b)(6);(b)(7)(C) 


lerc, as we had worked together some time ago regarding our coordination 


I’m copying 

with Russian law enforcement on investigations, and how HSI vets requests for assistance by foreign law 
enforcement to ensure our role is limited to thoroughly vetted and legitimate criminal investigations. 


Thank you, 


(b)(6);(b)(7)(C) 

Public Affairs Officer/Spokesperson 

U.S. Immigration and Customs Enforcement (ICE) 



(b)(6);(b)(7)(C) 


21 Mav 2018 11:39:55 +0000 


(b)(6),(b)(7)(C) 



(b)(6);(b)(7)(C) 

Subject: 

Agree with 


RE: The Intercept Inquiry on 1509 Summons 


(b)(6);(b)(7)(C) 


W(6):(b)(7)( _ j believe reached out to you to discuss further. If she didn’t get 

a hold of you, recommend we talk today before this goes out. 


(b)(6);(b)(7)(C) 

Deputy Chief 
Criminal Law Section 

Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Imr niprati nn and Customs Enforcement 
202-732.S|f)j^ (Desk) 


202-536) 


(Cell) 



*** Warning *** Attomey/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive 
attorney/client privileged information or attorney work product and/or law enforcement sensitive 
information. It is not for release, review, retransmission, dissemination, or use by anyone other 
than the intended recipient. Please notify the sender if this email has been misdirected and 
immediately destroy all originals and copies. Furthermore do not print, copy, re-transmit, 
disseminate, or otherwise use this information. Any disclosure of this communication or its 
attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration 
and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY and 
may be exempt from disclosure under the Freedom of Information Act, 5 USC §§ 552(b)(5), 
(b)(7). 

From: |(b)(6);(b)(7)(C) 

Se nt: Sunday, May 20, 2018 10:46 PM _ 

To.|(b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 



Subject: RE: The Intercept Inquiry on 1509 Summons 


|(b)(6);(b)(7)(C) 










Let me know if you need more from me. 
Regards, 


(b)(6);(b)(7)(C) 


Homeland Security Investigations 
Deputy Attache Korea/Japan 

U.S. Embassy Seoul _ 

|(b)(6);(b)(7)(C) I 


+82-10-5280 


|(b){6);(b)(7)(C) 


From: 


(b)(6);{b){7)(C) 


Se nt: Friday, May 18, 2018 11:42 PM 


To:(b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 

‘-Cc(b)(6);(b)(7)(C) 

1 

(b)(6);(b)(7)(C) 


Subject: RE: The Intercept Inquiry on 1509 Summons 


Thanks again everyone. Would a response like this work? 



Thanks. 













From:p)(6);(b)(7)(C) 



Subject: RE: The Intercept Inquiry on 1509 Summons 
All, 














|(b)(6);(b)(7)(C) 


Deputy Chief 
Criminal Law Section 

Homeland Security Investigations Law Division 
Office of the Principal Legal Advisor 
U.S. Im miarati on and Customs Enforcement 
202-732|<?)f)f|(Desk) 

202-536|" ” |(Cell) 

*** Warning *** Attorney/Client Privilege *** Attorney Work Product *** 

This communication and any attachments may contain confidential and/or sensitive 
attorney/client privileged information or attorney work product and/or law enforcement sensitive 
information. It is not for release, review, retransmission, dissemination, or use by anyone other 
than the intended recipient. Please notily the sender if this email has been misdirected and 
immediately destroy all originals and copies. Furthermore do not print, copy, re-transmit, 
disseminate, or otherwise use this information. Any disclosure of this communication or its 
attachments must be approved by the Office of the Principal Legal Advisor, U.S. Immigration 
and Customs Enforcement. This document is for INTERNAL GOVERNMENT USE ONLY and 
may be exempt from disclosure under the Freedom of Infonnation Act, 5 USC §§ 552(b)(5), 
(b)(7). 



From:(b)(6);(b)(7)(C) 

Sent: Thursday, May 17, 2018 10:59 AM 


(b)(6);(b){7){C) 


(b)(6);{b){7)(C) 


Cc: (b)(6);(b){7){C) 





Subject: The Intercept Inquiry on 1509 Summons 


Good morning everyone. 

Combining several chains here so we can coordinate a response, and perhaps set up a call if that is easier. 











As you all know, I received an inquiry from Shawn Musgrave from The Intercept Wednesday of last 
week regarding the 1509 summonses related to the two cases referenced in the attached documents. 


This inquiry came in response to Musgrave’s article on CBP’s attempt to unmask the @ALT_USCIS 
Twitter account using a 1509 summons. From that article: 

“In phone calls and emails with Hoffman, Twitter’s attorneys pointed out that the underlying legal 
authority for this “1509 summons” — which is named for the authorizing law — pertains solely to 
records about imported merchandise.” 

Also from that article: 

“Such discussions hint, of course, at potentially wider misuse of summonses, not only by CBP, but also 
by ICE and other agencies as well.” 

The article also refcnces the following DHS OIG report on CBP’s use of Summons Authority: 
httns://www.oia.dhs.gov/sites/default/files/assets/Mga/2017/oig-18-18-nov 17.pdf 



Has HSI ever said anything publicly or in publicly available documents regarding its use of 1509 
summons, and how these might pertain to Twitter accounts or other social media or technology based in 
the United States and utilized overseas? 


m copying 


(b)(6);(b)(7)(C) 


here, as we had worked together some time ago regarding our coordination 


with Russian law cntorccrricnt on investigations, and how HSI vets requests for assistance by foreign law 
enforcement to ensure our role is limited to thoroughly vetted and legitimate criminal investigations. 


Thank you, 

(b)(6);(b)(7)(C) 

Public Affairs Officer/Spokesperson 

U.S. Immigration and Customs Enforcement (ICE) 






Subject: 

(2014) 

Attachments: 


(b)(6);(b)(7)(C) 


10 Mav 2018 08:11:30 -0400 


(b)(6);(b)(7)(C) 


FW: MEDIA INQUIRY: 1509 summons by HSI special agent 
1509_tuiteros_full.pdf, image001.jpg 


(b)(6);(b)(7)(C) 


Description: DHS Logo 


(b)(6);(b)(7)(C) 


FSN Criminal Investigator 
Department of Homeland Security 


HSI Attache Office 


Southern Cone of the Americas 


American Embassy Buenos Aires 


(Bk^ (b)(6);(b)(7)( 

Voice: 54-11 -5777- b)(7)( '54-11 -5777- C) 


Fax: 54-11-5777-4489 


Cell: 54-9-11-5123 


(b)(6);(b)(7)(C) 


Wttrmngj^is document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). This email 
message isThtendg^or the use of the individual or entity to which it is addressed and may contain 
information that is priVrlegedor law enforcement sensitive that may be exempt from public release under 
the Freedom of Information AcfT5-4l,§^. 552). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordariceAvith4^S policy relating to FOUO information (DHS 11042.2 
SAFEGUARDING SENSITIVE BUT UNCLASSlTTtfi,i^OFFlClAL USE ONLY, INFORMATION) 
and is not to be released to the public, tbe media, or other persSrmcLwfio do not have a valid “need-to- 
know” without prior approval of an authorized DHS/HSI official. If theT^5adci;.of this message is not the 
intended recipient, you are hereby notified that any dissemination, distribution orctTpyktg^ this 
communication is strictly prohibited. If you have received this communication in error, pleasSThotilWhe 
sender at telephone number (-t-54 9 11) 5123-9234), and immediately delete this message and all its '''— 
attachments. 




From: Shawn Musgrave r mailto:shawnmustiravc@gmai].com 1 

Serit: Wednesday. May 09. 2018 6:46 PM_ 

-po.(b)(6);(b)(7)(C) 

|(b)(6);(b)(7)(C) I 

Subject: MEDIA INQUIRY: 1509 summons by HSI special agent 


(b)(6);(b)( 


I'm a Boston-based reporter writing for The Intercept. I am not currently on deadline. 

Attached are materials related to a 1509 summonses (also called DHS Form 3115) issued to Twitter in 2014 
by a MSI special agent, kbi(6ijbi(7i(C) I who was post ed at the Buenos Aires embassy at the time. Per the 
attached , the summons was signed by Assistant Attache (b)(6);(b)(7)(C) ,ri the authority ot 1(b)(6):(b)(7)(C) ~| 

(b)(6);(b)(7)|(cc'd). 

I would like the context and overall timeline regarding this summons, particularly since it was covered by 
the Argentina media at the time as an attempt by a prosecutor to target supporters of a political opponent. It 
remains unclear to me whether Twitter complied with the summons, but several of the targeted accounts 
were notified by Twitter. 


My basic question: why would the U.S. embassy or its attaches authorize a summons like this? 


Best, 

Shawn Musgrave 
520-820-6615 




b)(6);(b)(7)(C) 












1. To (Name, Address, City, State, Zip Code) 

Twitter Inc. 

C/0 Trust & Safety 

1335 Market Street, Suite 900 

San Francisco, CA 94103 

lawenforcement0twitter.com (415-222-9958) 

DEPARTMENT OF HOMELAND SECURITY 

SUMMONS 

to Appear and/or Produce Records 

19 U.S.C. §1509 

1 Summons Number MV-14-73 



By the service of this subpoena upon you, YOU ARE HEREBY SUMMONED AND REQUIRED TO: 

(A) Q APPEAR before the U.S. Customs and Border Protection (CBP) Officer or U.S. Immigration and Customs 

Enforcement (ICE) Special Agent named in Block 2 at the place, date, and time indicated to testify and 
give information. 

(B) PRODUCE the records (including statements, declarations, and other documents) indicated in Block 3 
before the CBP Officer or ICE Special Agent named in Block 2 at the place, date, and time indicated. 

Your testimony and/or production of the indicated records is required in connection with an investigation or inquiry to 
ascertain the correctness of entries, to determine the liability for duties, taxes, fines, penalties, or forfeitures, and/or to 
ensure compliance with the laws or regulations administered by CBP and ICE. 

Failure to comply with this summons will render you liable to proceedings in a U.S, District Court to enforce compliance with 
this summons as well as other sanctions. 


2. (A) CBP Officer or ICE Special Agent before whom you are required to appear 
Name |(b)(6)i(b)(7)(C) 

Title HSI Special Agent 
Address U.S. embassy buenos aires 


(B) Date 06/16/2014 


(C) Time 3:00 Qa.m. 


Telephone Number ( 54)9 n 3503-(54) 11 5777 Jc) 


(b)(6);(b)(7)( 



3. Records required to be produced for inspection 
Regarding the users (b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) _| please provide names, addresses, associated e-mail 

accounts, creation dates, IPs and r- i . _ 

Please oro viiK/ records requested to (^K®)>fh)(/)(C) Fa^- 

54-ll-5777- |(b)(6):(b)(7)(C) ~| - 

You are requested not to disclose the existence of this summons for an indefinite period of time. Any such disclosure will 
impede this investigation and thereby interfere with the enforcement of federal law. 

Issued under authority of section 509, Tariff Act of 1930, as amended by Public law 95-410 (19 U.S.C. § 1509); 44 F.R. 2217; Homeland Security Act of 2002 


4. Name of person authorized to serve this summons or any 
other CBP Officer or ICE Special Agent 

P-S j |(b)(6);(b)(7)(C) 


5. Date of issue 06/16/2014 
1(b)(6),(b)(7)(C) 


vARTAi 



6 . Name, title, address, and telephone number of 
person issuing this summons 

Name |(b)(6);(b)(7)(C) 

Title Assistant Attache 
Address u.s. embassy buenos aires 


Telephone Number (54 11 ) 5777 


(b)(6);(b)(7)(C) 


DHS Form 3115 (6/09) 
















CERTIFICATE OF SERVICE AND ACKNOWLEDGMENT OF RECEIPT 


A. CERTIFICATE OF SERVICE OF SUMMONS 

I certify that I served the summons on the front of this form as follows: 

1 delivered a copy ol the 

_ summons to Uie person to 

1_) whom it was directed, as 

follows: 

Address or Location 

Date 

Time 

□ a.m. □ p.m. 

ffdrcorponBfr'ons. partnerships, 
j— 1 and unincorporated associations 

1— 1 which may be sued under a 
common name) 

1 delivered a copy of the 
summons to an officer, 
managing or general agent, or 
agent authorized to accept 
service of process as follows: 

Address or Location 

□ate 

Time 

□ a.m. □ p.m. 

Name of parson to whom the summons was delivered 

Signature 

Title 

Date 


B. ACKNOWLEDGMENT OF RECEIPT 

I acknowledge receipt of a copy of the summons on the front of this form. 
Signature 


Title 


Date 


Time 


□ am 

□ pm. 


DHSForm 3115(6/09) 


















Subject: 

(2014) 

Attachments: 


(b)(6);(b)(7)(C) 


10 May 2018 18:16:34 -0400 


(b)(6);(b)(7)(C) 


FW: MEDIA INQUIRY: 1509 summons by HSI special agent 
1509_tuiteros_full.pdf 



,(b)(6);(b)(7)(C) 


Sent with BlackBerry Work 
(www.blackberry.com) 

Date: Thursday, May 10, 2018. 9:11 AM 
To: |(b)(6);(b){7)(C) 

Subject: FW; MEDIA INQUIRY: 1509 summons by HSI special agentiPWbK^O 14) 



Homeland 
Secui It) 


(b)(6);(b){7)(C) 

FSN Criminal Investigator 
Department of Homeland Security 
HSI Attache Office 
Southern Cone of the Americas 
American Embassy Buenos Aires 

(b)(6);(b)(| I 

Voice: 54-1 1-57777)(C) 54-11-5777| 

Fax: 54-11-5777-4 489 

Cell: 54-9-11-5123](b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 


W:Trmtw :-J his docu ment is UNCL.\SSIFIED//FOR OFFICIAL USE ONLN' (L7/FOUO). This email message is intended for the 
use of the iiidu i In il i n i'hiii , inn liii li it is addressed and may eontain information that is privileged or law enforeement sensitive that 
may be exempt from public n li a .( uni i iin I ilmii of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled. 

transmitted, distributed, and disposed of in . . . I il I ' noliev relating to FOUO information (DUS 11042.2 

SAFEGUARDING SENSITIVE BUT UNCLASSIFIED. FOR OFFn71T-r-‘rI-.U\U^I^ TION) and is not to be released to the 
public, the media, or other personnel who do not have a valid “need-to-know" tt illioiil pPiTi ipim l\ ;ii of an authorized Di IS/IISI 
official. If the reader of this message is not the intended recipient, you are hereby notified that any ill. m iiiin imi h , |i |i iluiliiui or 
copying of this communication is strictly prohibited. If you have received this communication in error, please notify the scikIci tw— 
telephone number (+54 9 11) 5123-92.')4). and immediately delete this message and all its attachments. 





From: Shawn Musgrave [mailto:shawnmusgrave(5)gmail.com] 
Sent: Wednesday, May 09, 2018 6:46 PM 
To|< 


(b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 


Subject: MEDIA INQUIRY: 1509 summons by HSI special agenic) 


(b)(6);(b)(7)( 


2014) 


Hello ■ 


I'm a Boston-based reporter writing for The Intercept. I am not currently on deadline. 


Attached are materials related to a 1509 summonses (also called DHS Form 3115) issued to 
Twitter in 2014 by a HSI special agent J(b)(6);(b)(7)(C) [ who was posted at the Buenos Aires 


embassy at the time. Per the attached, the summons was signed by Assistant Attache {b)(6);(b)(7)(C) 

cc’d). 


(b)(6);(b)(7) 

(C) 


on the authority of 


(b)(6);(b)(7)(C) 


I would like the context and overall timeline regarding this summons, particularly since it was 

covered by the Argentina media at the time as an attempt by a prosecutor to 
target supporters of a political opponent. It remains unclear to me whether Twitter 
complied with the summons, but several of the targeted accounts were notified by Twitter. 


My basic question: why would the U.S. embassy or its attaches authorize a summons like this? 


Best, 

Shawn Musgrave 
520-820-6615 



From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 


|(b)(6);(b){7)(C) 


10 May 2018 13:39:27 -0400 


|(b)(6);(b)(7)(C) 


FW: MEDIA INQUIRY: 1509 summons by HSI special agent 
image001.jpg 


{b)(6);(b)(7) 

(C) 


FYI. 


See what the reporter said 



Homeland 

Security 


(b)(6);(b)(7)(C) 

FSN Criminal Investigator 
Department of Homeland Security 
HSI Attache Office 
Southern Cone of the Americas 
American Embassy Buenos Aires 


Voice: 54-11-5777 


Fax: 

Cell: 


(b)(6);(b) 

(7)(C) 


54-II-5777-TO^ 


54-11-5777 


(b)(6),(b)(7)( 
C) 


54-9-II-5I23#)(6);(b)(7K 


Lhis^ocumcnt is LNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOLO). This emaii message is intended lor the use of the 
individual or entiiyTTTrWL -Li i^ addre ssed and may contain information that is privileged or law enforcement sensitive that may be exempt from 
public release under the Freedom nMnT7frr-r;a,, ^\i i iS ll .S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed 
of in accordance with DUS policy relating to FOUo7m5^?r’W«JaUxlJO^S,rF£^ SENSITIVE BUT UNCLASSIFIED. FOR 

OFFICIAL USE ONL Y. INFOR.MA TIO.N) and is not to be released to thepiiRrr~-Fy-tM -^i I ^ nr ot her personnel who do not have a valid “necd-to- 
know” without prior approval of an authorized DHS’HSI official. If the reader of this mess.-meislTM-Tbt-^ ^ n,:, ,1 re cipient you are hereby 
notified that any dis.scmination. distribution or copying of this communication is strictly prohibited. If you havcrece7*?tfTr4 ^^— lu : 111 mnica tion in 
error, please notify the sender at telephone number (-54 9 11)5123-9234), and immediately delete this message and all its attachments. 


From: Shawn Musgrave [mailto:shawnmusgrave(5)gmail.com] 
Sent: Thursday, May 10, 2018 1:03 PM 


To|(b)(6):(b)(7)(C) 


Subject: Re: MEDIA INQUIRY: 1509 summons by HSI special agent|^l'^^^^^^|(2014) 


Thanks, Mr. 


(b)(6);(b)(7)(C) 


I've sent a message to ICE communications/media office and gotten no response, so I've reached out to 
the individuals who seemed to have authorized this summons back in 2014. Any information or 





clarification you can provide would be very useful, particularly if you did not, in fact, authorize this 
summons. 

Best, 

Shawn 


On Thu. May 10. 2018. 11:22 AM 


(b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 


l(FSN) 


wrote: 


All media inquiries should be directed to ICEMedia@ice.dhs.gov 
Thanks, 



(b)(6);(b)(7)(C) 

FSN Criminal Investigator 
Department of Homeland Seeurity 
HSI Attaehe Offiee 
Southern Cone of the Amerieas 
American Embassy Buenos Aires 

-VU miinThis dn ciiiiieni is U^CLASSIFIED//FOR OFFICIAL USE ONLY (LV/EOHO). This email message is intended for the use of 
llie individuarrTTTTrrT-:H>i- aJi:.T. it is a ddressed and may contain infonnation that is privileged or law enforcement sensitive that may he 
exempt from public release undertTiFTTTTsrir' m . i ; liil''rmati on Act (5 U.S.C, 552), It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DIISnoilcvTTt'T'jii.i M O info rmation (01 IS 11042.2 SAFEGUARDING SENSITIVE 
BUT UNCLASSIFIED. FOR UFFICI.4L USE ONLY. INFORM.ATION) in the public the media, or other personnel 

who do not have a valid "need-to-know" without prior approval of an authorized DHS/MSl -iij. ni.'scn.,.- is not the 

intended recipient, you are hereby notified that any dissemination, distribution or copying of this communication is siriiuiv'prrTnn^v i I - L:_\um_ 
have received this communication in error, please notify the sender at telephone number (+54 9 11) 512.1-92.14), and immediately delete this 
message and all its attachments. 


From: Shawn Musgrave lmailto: shawnmusgrave@gmail.com1 
Sent: Wednesday, May 09, 2018 6:46 PM 
Toli 


(b)(6)i(b){7){C) 


(b)(6);(b){7){C) 


Subject: MEDIA INQUIRY: 1509 summons by HSI special agen®|®)'^^)(^) 


2014) 


Hello • 


I'm a Boston-based reporter writing for The Intercept. I am not currently on deadline. 


Attached are materials related to a 1509 summonses (also called DHS Form 3115) issued to Twitter in 




2014 by a HSI special agent, posted at the Buenos Aires em bassy at the 

ti me. Per the attached , the summons was signed by Assistant Attache (b)(6);(b)(7)(C) |.|.,g authority 

of |(b)(6):(b)(7)(C) 

I would like the context and overall timeline regarding this summons, particularly since it was 
covered by the Argentina media at the time as an attempt by a prosecutor to target 
supporters of a political opponent. It remains unclear to me whether Twitter complied 
with the summons, but several of the targeted accounts were notified by Twitter. 

My basic question: why would the U.S. embassy or its attaches authorize a summons like this? 

Best, 

Shawn Musgrave 
520-820-6615 




From: 

Sent: 

To: 

Cc: 

Subject: 

|(b)(6);(b)(7)(C) 



RE: MEDIA INQUIRY: 1509 summons by HSI special agent 


(b)(6);(b)( 

7)(C) 


(2014) 


Please respond to reporter with the following sentence: 

All media inquiries should be directed to ICEMedia@ice.dhs.gov 
Thanks, 


|(b)(6);(b)(7)(C) 


Assistant Attache Buenos Aires 
Southern Cone of the Americas 
Homeland Security Investigations 
U.S. Embassy Buenos Aires 


+54 11 5777 ^ 

+54 911 3392 

(b){6);(b 

)(7)(C) 

A/ 

C 

(b)(6);(b)(7)(C) 


(b)(6)i(b)(7)(C) 


From 

Se nt: Thursday, May 10 , 2018 9:12 AM 


To: (b)(6);{b)(7)(C) 


Subject: FW: MEDIA INQUIRY: 1509 summons by HSI special agent 


(b)(6);(b)(7 

)(C) 



Homeland 

Security 


(b)(6);{b)(7){C) 

FSN Criminal Investigator 
Department of Homeland Security 
HSI Attache Office 
Southern Cone of the Americas 
American Embassy Buenos Aires 


(b)(6);(b)( 

Voice: 54-1 1-5777 |7)(C) 
Fax: 54-11-5777-4489 


54-11-5777- 


(b)(6);(b)(7)(C) 





Cell: 


54-9-11-5123 


(b)(6);(b)(7)(C 

) 
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From: Shawn Musgrave [mailto:shawnmusgrave@gmail.com] 
Se nt: Wednesday, May 09, 2018 6:46 PM 
To: 


(b)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 


Subject: MEDIA INQUIRY: 1509 summons by HSI special agent 


(b)(6);(b)(7 

)(C) 


(2014) 


Hello - 


I'm a Boston-based reporter writing for The Intercept. I am not currently on deadline. 


Attached are materials rela ted to a 1509 summ onses (also called DHS Form 3115) issued to Twitter in 

2014 by a HSI special agentjl^ii ^ i ^jO'r)_ _ Iwho was posted a t the Buenos A ires embassy at the time. 

Per the attached, the summons was signed by Assistant Attache]* 

|(b)(6);(b)(7)(C) |(cc'd). 


(b)(6);(b)(7)(C) 


on the authority of 


I would like the context and overall timeline regarding this summons, particularly since it was covered 
by the Argentina media at the time as an attempt by a prosecutor to target supporters of 
a political opponent. It remains unclear to me whether Twitter complied with the summons, 
but several of the targeted accounts were notified by Twitter. 


My basic question: why would the U.S. embassy or its attaches authorize a summons like this? 


Best, 

Shawn Musgrave 
520-820-6615 



From: 

Sent: 

To: 

Cc: 

Subject: 


|(b)(6);(b)(7)(C) 


14 May 2018 14:53:37 +0000 


(b)(6);(b)(7)(C) 


RE: MEDIA INQUIRY: 1509 summons by HSI special agentXC) 


(b)(6);(b)(7 


(2014) 


reached out to one of our local staff who was listed on the summons in question, 
referred him to ICE Public Affairs in accordance with our media policy. I 
understand it garnered media attention here at the time (2014) because of the alleged misconduct 
by the Argentine prosecutor, who took advantage of a process for requesting U.S. case support in 
child exploitation investigations with a U.S. criminal nexus to slip in an unrelated request for his 
own purposes. I can’t speak to the processes in place at the time, but at present we only issue a 
summons or subpoena in cases where there is an apparent violation of U.S. criminal law and/or 
we have an open U.S. investigation into the matter, and in all other instances would refer the host 
nation agency directly to the service provider to request information through established 
processes. 


(b)(6);(b)(7)(C) 

The reporter 
and we have 


I suggest referring them back to ICE for comment since it pertains to operational procedures, but 
am available to discuss further. 


b)(6);(b)(7)(C) 


Regional Attache, Southern Cone of the Americas 
Department of Homeland Security 
Homeland Security Investigations (HSI) 


Office: 54 11 5777 
Cell: 54 911 259 

(b)(6);{b){7)( 

C) 


(b)(6);(b)(7)(C) 


b)(6);(b)(7)(C) 


From 

Se nt: Monday, May 14, 2018 11:42 AM 

To 
Cc 


(b)(6);(b){7)(C) 


Subject: FW: MEDIA INQUIRY: 1509 summons by HSI special ageH(C) 


(b)(6);(b)(7) 


(2014) 


(b)(6);{b)( 

7)(C) 


are you familiar with this request? We can have State/PA respond to it, but need some 


background. 

Iwill follow-up with you. 


(b)(6);(b)( 

7)(C) 


Thanks, 

|(b)(6);(b)(7)(C) 


Consejero de Prensa y Cultura / Public Affairs Officer 

Embajada dc Estados Unidos dc America / U.S. Embassy - Buenos Aires, Argentina 



Follow us on social media/Seguinos en las redes sociales: 





Official 

UNCLASSIFIED 



From (b)(6);(b)(7)(C) 

Sent: Monday, May 14, 2018 9:55 AM 


(b)(6);(b)(7)(C) 


Subject: FW; MEDIA INQUIRY: 1509 summons by HSI special 12014) 


(b)(6);(b)(7)(C) 


The reporter below reached out to PA and is trying to get an answer. We can treat it as an RTQ and 
respond from DC if that works, but will need input from Post on the case (I have no background on this). 
Anything you can provide? Also cc'ing the desk. Thanks! 

|(b)(6);(b)(7)(C) I 


I'm a Boston-based reporter writing for The Intercept. I am not currently on deadline. 

Attached are materials related to a 150 9 summonses (also called DHS Form 3115) issued to 
Twitter in 2014 by a HSI special agent, (b)(6);(b)(7)(C) posted at the Bue nos Aires 

the time. Per the attached, the summ ons was signed by Assistant Attache 
the authority of (b)(6);(b)(7)(C) cc'd). 

I would like the context and overall timeline regarding this summons, particularly since it was 
covered by the Argentina media at the time as an attempt by a prosecutor to target 
supporters of a political opponent. It remains unclear to me whether Twitter complied 
with the summons, but several of the targeted accounts were notified by Twitter. 

My basic question: why would the U.S. embassy or its attaches authorize a summons like this? 

On Fri, May 11, 2018 at 11:17 AM, Shawn Musgrave < shawnmusgrave@gmail.com > wrote: 
Hello - 

I'm looping in the State Department press office, as I've received no response from the 
Buenos Aires embassy for two days. 

Attached is the 1509 summons I refer to below in my questions. 


embassy at 

|(b)(6);(b)(7)(C) L„ 









Please eonfirm reeeipt as soon as possible. While 1 am not on deadline, 1 will be submitting a 
story for The Intereept at some point in the next week. 


Best, 

Shawn Musgrave 
520-820-6615 


-Forwarded message- 

From: Shawn Musgrave < shawnmusgrave@gmail.com > 

Date: Thu, May 10, 2018 at 3:08 PM 

Su bjeet: Re: MEDIA INQUIRY: 1509 sum mons by HSI special agent 

To|(t’)(6);(b)(7)(C) 


(b)(6);(b)(7)( 

C) 


2014) 


Hello - 


[yjf (b)(6),(b)(7)(C) asked that I direct questions regarding his involvement to ICE, which I will 

do. I still, however, have questions regarding the embassy's overall role in authorizing this 


summons. 


Please confirm receipt or direct me to an authorized spokesperson for the embassy. 

Best, 

Shawn 


On Wed, May 9, 2018 at 5:45 PM, Shawn Musgrave < shawnmusgrave(a),gmail.com > wrote: 
Hello - 


I'm a Boston-based reporter writing for The Intercept. 1 am not currently on deadline. 


Attached are materials related to a 1509 s ummonses (also ca lled DHS Form 3115) issued 


to Twitter in 2014 by a HSI special agent 


b)(6);(b)(7)(C) 


who was posted at the Buenos 


Aires embassy at the time. Per the attached, the summ ons was signed by Assistant Attache 

|(cc'd). 


b)(6);(b)(7)(C) 


on the authority ofl(b)(6);(b)(7)(C) 


I would like the context and overall timeline regarding this summons, particularly since 
it was covered by the Argentina media at the time as an attempt by a prosecutor 
to target supporters of a political opponent. It remains unclear to me 
whether Twitter complied with the summons, but several of the targeted accounts were 
notified by Twitter. 


My basic question: why would the U.S. embassy or its attaches authorize a summons like 
this? 


Best, 

Shawn Musgrave 
520-820-6615 






Official 

UNCLASSIFIED 



From: 

Sent: 

To: 

Cc: 

Subject: 

Brendan, 


|(b)(6);(b){7)(C) 


10 May 2018 15:47:08 -0400 

|(b)(6);(b)(7)(C) I 


RE: MEDIA INQUIRY: 1509 summons by HSI special agen 


(b)(6);(b)(7) 

(C) 


(2014) 


Thanks so much. 


Regards 



(b)(6);(b)(7)(C) 

FSN Criminal Investigator 
Department of Homeland Security 
HSI Attache Office 
Southern Cone of the Americas 
American Embassy Buenos Aires 


Voice: 54-11-5777 
Fax: 54-11-5777-' 
Cell: 54-9-1 


(b)(6)(b)( 

7)(C) 

4489 


N-11-577 


lb)(6);(b)(7)(C) 
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FronrJ 


(b)(6);(b)(7)(C) 


Sent: Thursday, May 10, 2018 4:40 PM 


To j(b)(6);(b)(7)(Cr 


Subject: RE: MEDIA INQUIRY: 1509 summons by HSI special agent] 
That’s for this. 


(b)(6);(b)(7 

)(C) 


(2014) 


(b)(6);(b)( 

7)(C) 


. We got it. I’ve given OIA here at HQ a heads up. 


(b)(6);(b)(7)(C) 





Public Affairs Officer/Spokesperson 

U.S. Im miurati on and Customs Enforcement (ICE) 


202-732- 

202-641- 


(b)(6);( 
b)(7)(C 
) 


Kdesk) 

cell) 


From: Shawn Musgrave [mailto:shawnmusgrave@gmail.coml 
Sent: Thursday, May 10, 2018 3:11 PM 

To: ICEMedia < ICEMedia@ice.dhs.gov > |(b)(6) (b )(7 

Subject: Fwd: MEDIA INQUIRY: 1509 summons by HSI special agenmC) 


(2014) 


Hello 


Mr 


(b)(6);(b)(7)( 

C) 


has asked that I direct inquiries regarding his involvement in this 1509 summons from 


2014 to this inbox. Please confirm receipt of this and my email from yesterday on this topic. 


I am not currently on deadline, and will be writing about this for The Intercept. 


Best, 

Shawn 


FroH' 


Forwarded message 


(b)(6);{b)(7)(C) 


Date: Thu, May 10, 2018 at 11:22 AM 

Subject: RE: MEDIA INQUIRY: 1509 summons by HSI special agent 
To: Shawn Musgrave < shawnmusgrave@gmail.com > 


(b)(6):(b)( 

7)(C) 


(2014) 


All media inquiries should be directed to ICEMedia@ice.dhs.gov 


Thanks, 



Homeland 

Security 


(b)(6);(b)(7)(C) 

ESN Criminal Investigator 
Department of Homeland Seeurity 
HSI Attache Offiee 
Southern Cone of the Americas 
American Embassy Buenos Aires 

TT I Hill 11 I- il.i. ■imi.ni i< I : \ri. ASSIFIFn/ZFOR OFFICIAL DSF. ONLY m//FOLO). This email message is intended for the use of the 
individual or entity in r. Iiii'h ii K ilih I .n,l ma% rnntnin information that is privileged or law enforcement sensitive that may be exempt from 
public release under the Freedom of Information Act ( ' I . ' a . ^ — LlJ^ in he contr olled, stored, handled, transmitted, distributed, and disposed 
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OFFICIAL USE ONL Y. INFORMA TION) and is not to be released to the public, the media, or other pi i niiiii I a li iln inn I.. ili.i ••nneH-tn. 

know" without prior approval of an authorized DHSi HSI official. If the reader of this message is not the intended recipient, you arc hereby 






•>’ ii If' .'i iiii' .'I this communication is strictl\ prohibited. If\ou have receive d this communication in 

error, please notify the sender at telephone number (+54 9 11) 5123-9234). and immediately delete ihis message .uul ai: its attael.iiient^. 


From: Shawn Musgrave [mailto: shawnmuserave@gmail.com ] 
Sent: Wednesday, May 09, 2018 6:46 PM 


To:F)(6);(b)(7)(C) 


(b)(6);(b)(7)(C) 


Subject: MEDIA INQUIRY: 1509 summons by HSI special ageq 
Hello - 


(b)(6),(b)(7) 
(C) 


(2014) 


I'm a Boston-based reporter writing for The Intercept. I am not currently on deadline. 


Attached are materials rela ted to a 1509 surn monses (also called DHS Form 3115) issued to Twitter in 


2014 by a HSI special agent 


(b)(6);(b)(7)(C) 


Per the attached, the summons was signed by Assistant Attache 
|(b)(6);(b)(7)(C) (cc'd). 


who was posted at the Buenos Aires embassy at the time. 

on the authority of 


(b)(6);(b)(7)(C) 


I would like the context and overall timeline regarding this summons, particularly since it was covered 
by the Argentina media at the time as an attempt by a prosecutor to target supporters of 
a political opponent. It remains unclear to me whether Twitter complied with the summons, 
but several of the targeted accounts were notified by Twitter. 


My basic question: why would the U.S. embassy or its attaches authorize a summons like this? 


Best, 

Shawn Musgrave 
520-820-6615 


